4 .ﬁ@l XXXX
W

ETAEMTMERN T ANEBNTERETE L
B &

=, B, FIRR
(BHXF, #h H2 570228)

W O ZAAEI S HAE BT A B RS T R I, AT SRR AT AU A (10 18 R AR T R PR IR BN TR B
CZHAR A OREERR . AR, DA BRSO A E R A R S = A, S
TEAS R LA B Z A AN AT T A AL & ) . S IR Bk, 3R T — R T RS HAT ISR SR T
B 7% () 00 PR AR e PR IRIE 77 & o 207 N 58 BE VR BOIE 5 BT A B R a2 v I BT A B BT 55 22 4 T 581
WA= MR & 10 TEE AT » 25 TB& TEE (R 25 R ST SEAAR YA AT A5 1SR B BB HEAT T 20
iz &5 ir, JEFIH Intel SGXFFK T IRB RS, @it 52 R REME T RT3 LLsLie IVTAL FMERE . suish
R, 127 RO REN BT S RCRME T %8, v 4 PR AR FEAE 10.1% % 86.4% 2 [H],
I S T 2 MR 45 3R A 3 5 00 e 2 2 [l 1 2238 A5 P 4 o

KR PR SRR TR ATERATINEE; BAEfE A

FESHES: TP393

NERRERD: A

doi: 10.11959/j.issn.1000-0801.

Remote Data Integrity Checking with Ownership Transfer
Based on Trusted Execution Environment

Peng Su, Feng Li, Yin Yiran
Hainan University, Haikou 570228, China

Abstract: The popularization of cloud storage and the growing demand for data ownership transfer have made remote
data integrity verification with ownership transfer a key technology for safeguarding cloud data security. However, ex-
isting schemes were generally plagued by problems such as heavy computational burden on data owners, reliance on
untrusted third-party auditors, high communication overhead, and lack of effective non-repudiation mechanisms. To
address these challenges, a remote data integrity verification scheme with ownership transfer based on Trusted Execu-

tion Environment (TEE) is proposed in this paper. All critical computational tasks in the integrity verification and
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ownership transfer are securely offloaded to the TEE of the cloud service provider’s platform by our scheme. Formal

security analysis is conducted based on a strong threat model where all entities except the isolation protection of TEE

are untrusted, and a prototype system is developed using Intel SGX. Comparative experiments with various represen-

tative schemes are performed to evaluate its performance. The experimental results demonstrate that this scheme

achieves superior computational efficiency in stages such as HVT (Homomorphic Verifiable Tag) generation com-

pared to the benchmark schemes, with computational overhead reductions ranging from 10.1% to 86.4%. Addition-

ally, it achieves zero communication overhead between cloud service providers and verifiers.

Key words: Remote Data Integrity Checking, Ownership Transfer, Trusted Execution Environment (TEE), Cloud

Storage Security
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